
Nanuet Union Free School District 
Vendor Agreement 

 
1. Notwithstanding any of the above, the parties agree that New York State Education Law 

sections 2-d, 101, 207 and 305 and its implementing regulations (Part 121) must be 
strictly adhered to by the software provider, its agents, officers, employees and third part 
contractors.  
  

2. The software provider specifically incorporates into this agreement the District Bill of 
Privacy Rights attached to this agreement as Exhibit A and it agrees to fully abide by 
them.  The additional information required for each agreement will also be included as 
an attached to the Bill of Rights. 
 

3. In addition, the software provider agrees to the following as provided in 8 NYCRR 121: 
a. To adopt technologies, safeguards and practices that align with the NIST 

Cybersecurity Framework;  
b. To comply with the data security and privacy policy of the educational agency 

with whom it contracts, Education Law § 2-d, and 8 NYCRR 121;  
c. To limit internal access to personally identifiable information to only those 

employees or sub-contractors that need access to provide the contracted 
services; 

d. To not use the personally identifiable information for any purpose not explicitly 
authorized in its contract;  

e. To not disclose any personally identifiable information to any other party without 
the prior written consent of the parent or eligible student: (i) except for authorized 
representatives of the third-party contractor such as a subcontractor or assignee 
to the extent they are carrying out the contract and in compliance with state and 
federal law, regulations and its contract with the educational agency; or (ii) unless 
required by statute or court order and the third-party contractor provides a notice 
of disclosure to the department, district board of education, or institution that 
provided the information no later than the time the information is disclosed, 
unless providing notice of disclosure is expressly prohibited by the statute or 
court order.  

f. To maintain reasonable administrative, technical and physical safeguards to 
protect the security, confidentiality and integrity of personally identifiable 
information in its custody;  

g. To use encryption to protect personally identifiable information in its custody 
while in motion or at rest; and  

h. To not sell personally identifiable information nor use or disclose it for any 
marketing or commercial purpose or facilitate its use or disclosure by any other 
party for any marketing or commercial purpose or permit another party to do so. 
(b) Where a third-party contractor engages a subcontractor to perform its 
contractual obligations, the data protection obligations imposed on the third-party 
contractor by state and federal law and contract shall apply to the subcontractor. 
 

4. The software provider shall promptly notify each educational agency with which it has a 
contract of any breach or unauthorized release of personally identifiable information in 
the most expedient way possible and without unreasonable delay but no more than 
seven calendar days after the discovery of such breach.  
 



5. The software provider also acknowledges the accuracy of Appendix B to this agreement 
regarding its Data and Security Procedures. 
 

6. The software provider must cooperate with educational agencies and law enforcement to 
protect the integrity of investigations into the breach or unauthorized release of 
personally identifiable information.  

 
 
 

Vendor Agreement – This Section To Be Completed By Vendor 
 

 
Bill of Rights Supplemental Information (to be filled out for each software/online package: 
The supplemental information must be developed by the educational agency and include the 
following information:  
 
 
(1) List the exclusive purposes for which the student data or teacher or principal data will be 
used by the third-party contractor, as defined in the contract;  
 
 
 
 
 
(2) Explain how the third-party contractor will ensure that the subcontractors, or other authorized 
persons or entities to whom the third-party contractor will disclose the student data or teacher or 
principal data, if any, will abide by all applicable data protection and security requirements, 
including but not limited to those outlined in applicable state and federal laws and regulations 
(e.g., FERPA; Education Law §2-d); 6  
 
 
 
 
 
 
(3) SWaWe Whe dXUaWiRn Rf Whe cRnWUacW, inclXding Whe cRnWUacW¶V e[SiUaWiRn daWe and a deVcUiSWiRn 
of what will happen to the student data or teacher or principal data upon expiration of the 
contract or other written agreement (e.g., whether, when and in what format it will be returned to 
the educational agency, and/or whether, when and how the data will be destroyed).  
 
 
 
 
 
 
(4) State if and how a parent, student, eligible student, teacher or principal may challenge the 
accuracy of the student data or teacher or principal data that is collected;  
 
 
 
 

Lauren Young
To provide the District with the functionality of the Classcraft software and applications.

Lauren Young
Classcraft will ensure that a contract is in place between it and any  subcontractor or other third party entity that receives Protected Data via the Classcraft platform. The contracts will specify that the Protected Data may only be used for limited and specified purposes that are consistent with the applicable state and federal laws, and that the recipient of the Protected Data will provide the same level of protection as agreed to under this MLSA.  Classcraft will remain liable for the acts and omissions of its subcontractors and other third party entities who receive Protected Data.

Lauren Young
contacting the student’s teacher, school or district and asking them to verify or modify the data.

Lauren Young
Contracts are either annual or multi-year.  Upon expiration of the contract, data will be destroyed according to the procedures
outlined in Privacy Policy (https://www.classcraft.com/privacy-policy/).  Deletion of data will take place within a reasonable delay 
following a written request from the district to wecare@classcraft.com.



 
(5) State where the student data or teacher or principal data will be stored, described in such a 
manner as to protect data security, and the security protections taken to ensure such data will 
be protected and data security and privacy risks mitigated; and  
 
(6) Explain how the data will be protected using encryption while in motion and at rest.  
 
 

Data Security and Privacy 
 
 (1) Outline how the third-party contractor will implement all state, federal, and local data 
security and privacy contract requirements over the life of the contract, consistent with the 
educational agency's data security and privacy policy;  
 
 
 
 
 
 
(2) Specify the administrative, operational and technical safeguards and practices it has in place 
to protect personally identifiable information that it will receive under the contract; 
 
 
 
 
(3) Demonstrate that it complies with the requirements of Section 121.3(c) of this Part (Bill of 
Rights);  
 
 
 
 
 
(4) Specify how officers or employees of the third-party contractor and its assignees who have 
access to student data, or teacher or principal data receive or will receive training on the federal 
and state laws governing confidentiality of such data prior to receiving access;  
 
 
 
 
(5) Specify if the third-party contractor will utilize sub-contractors and how it will manage those 
relationships and contracts to ensure personally identifiable information is protected;  
 
 
 
 
(6) Specify how the third-party contractor will manage data security and privacy incidents that 
implicate personally identifiable information including specifying any plans to identify breaches 
and unauthorized disclosures, and to promptly notify the educational agency;  
 
 
 

Lauren Young
Data is stored on Amazon and Google servers located within the USA.  Security measures are explained in our Data Security Policy, copy attached.

Lauren Young
Data is encrypted (military grade) both in transit and at rest.

Lauren Young
Third-party contractor will perform periodic reviews of the relevant state, federal and local requirements and will adjust its policies within a reasonable time frame in order to ensure compliance. 

Lauren Young
Officers and employees are trained on the confidentiality required by federal and state laws upon hiring and are required to sign a confidentiality agreement before commencing employment;


Lauren Young
Classcraft will ensure that a contract is in place between it and any  subcontractor or other third party entity that receives Protected Data via the Classcraft platform. The contracts will specify that the Protected Data may only be used for limited and specified purposes that are consistent with the applicable state and federal laws, and that the recipient of the Protected Data will provide the same level of protection as agreed to under this MLSA.  Classcraft will remain liable for the acts and omissions of its subcontractors and other third party entities who receive Protected Data.

Lauren Young
Please see attached data security policy for this, as the answer is too long for this space.

Lauren Young
Contractor will follow the data breach and notification procedure in the contractor’s Data Security Policy as attached.

Lauren Young
Contractor undertakes to comply with the Nanuet Privacy Bill of Rights for Parents and Students.  The Data Security Policy of the contractor details the practices in place to ensure compliance, including data security measures, oversight of subcontractors, procedures to challenge the accuracy of student data, data breach and notification, etc.



(7) Describe whether, how and when data will be returned to the educational agency, 
WUanViWiRned WR a VXcceVVRU cRnWUacWRU, aW Whe edXcaWiRnal agenc\¶V RSWiRn and diUecWiRn, deleWed 
or destroyed by the third-party contractor when the contract is terminated or expires. 
 
 
 
 
 
 
 
 
 
 
 
 
Vendor:  ____________________________________________________________ 
 
Signature:  __________________________________________________ 
 
Date:  _____________________________________ 

 

Lauren Young
Data will be deleted upon request from the district.  Data can be provided to the district in readable form should they request it
upon termination of the contract.

Lauren Young
Classcraft Studios Inc.

Lauren Young
November 19, 2020



a

'DWD�6HFXULW\�3ROLF\b
8SGDWHG�$SULO��������b

b

�� 3XUSRVH�RI�7KLV�3ROLF\b

&ODVVFUDIW 6WXGLRV ,QF �ê&ODVVFUDIWë� SURGXFHV RQOLQH VRIWZDUH IRU XVH E\ WHDFKHUV� VWXGHQWV� SDUHQWVb b b b b b b b b b b b b
DQG VFKRRO DGPLQLVWUDWRUV� ,Q DGGLWLRQ WR JDWKHULQJ DQG VWRULQJ LQIRUPDWLRQ IURP RXU XVHUV�b b b b b b b b b b b b b
&ODVVFUDIW DOVR JDWKHUV DQG VWRUHV LQIRUPDWLRQ DERXW VXSSOLHUV� HPSOR\HHV� EXVLQHVV FRQWDFWV DQGb b b b b b b b b b b b
RWKHU�SHRSOH�WKH�RUJDQL]DWLRQ�KDV�D�UHODWLRQVKLS�ZLWK�RU�PD\�QHHG�WR�FRQWDFW�b

7KLV SROLF\ GHVFULEHV KRZ WKLV GDWD PXVW EH FROOHFWHG� KDQGOHG DQG VWRUHG WR PHHW WKH FRPSDQ\èVb b b b b b b b b b b b b b b b
GDWD VHFXULW\ VWDQGDUGV DQG WR FRPSO\ ZLWK OHJLVODWLYH UHTXLUHPHQWV� 7KLV SROLF\ DSSOLHV WR WKH KHDGb b b b b b b b b b b b b b b
RIILFH RI &ODVVFUDIW� DOO EUDQFK ORFDWLRQV� DOO HPSOR\HHV DQG DOO FRQWUDFWRUV ZRUNLQJ RQ EHKDOI RIb b b b b b b b b b b b b b b
&ODVVFUDIW�b

�� 'DWD�&ROOHFWHGb

&ODVVFUDIW RQO\ FROOHFWV SHUVRQDO LQIRUPDWLRQ WKDW UHODWHV GLUHFWO\ WR LWV SURJUDPV RU DFWLYLWLHV�b b b b b b b b b b b b b
:KHUHYHU SRVVLEOH WKDW GDWD LV FROOHFWHG GLUHFWO\ IURP WKH LQGLYLGXDO RU HQWLW\ WKDW LW LV DERXW� DQGb b b b b b b b b b b b b b b b b
WKH�LQGLYLGXDO�LV�IXOO\�LQIRUPHG�DERXW�ZKDW�GDWD�LV�EHLQJ�FROOHFWHG�DQG�IRU�ZKDW�SXUSRVH�b

&ODVVFUDIW RQO\ XVHV SHUVRQDO LQIRUPDWLRQ IRU WKH SXUSRVHV IRU ZKLFK LW LV FROOHFWHG� XQOHVV WKHb b b b b b b b b b b b b b b
LQGLYLGXDO FRQVHQWV LQ ZULWLQJ WR RWKHU XVHV� &ODVVFUDIW GRHV QRW DOORZ WKLUG SDUWLHV �VXFK DVb b b b b b b b b b b b b b b
PDUNHWLQJ�DJHQFLHV��WR�KDYH�DFFHVV�WR�FROOHFWHG�SHUVRQDO�LQIRUPDWLRQ�b

3URWHFWHG�'DWDb

&ODVVFUDIW FROOHFWV VWXGHQW� WHDFKHU DQG SDUHQW GDWD IRU WKH XVH RI LWV VRIWZDUH� 7KLV GDWD LVb b b b b b b b b b b b b b b b
FRQVLGHUHG 3URWHFWHG 'DWD DQG ZLOO EH H[FOXVLYHO\ XVHG WR SURYLGH VHUYLFHV WR WKHVH XVHUV DQG WRb b b b b b b b b b b b b b b b
HGXFDWLRQDO DJHQFLHV� 3URWHFWHG 'DWD LV QRW XVHG IRU DQ\ RWKHU SXUSRVH WKDQ WKRVH H[SOLFLWO\b b b b b b b b b b b b b b
DXWKRUL]HG E\ WKH XVHUV �LQ WKH FDVH RI LQGLYLGXDO OLFHQVHV� DQG WKH DJHQFLHV �ZKHUH D FRQWUDFW LVb b b b b b b b b b b b b b b b b
HQWHUHG LQWR GLUHFWO\ ZLWK DQ HGXFDWLRQDO DJHQF\�� 3URWHFWHG 'DWD UHFHLYHG E\ &ODVVFUDIW RU DQ\ RIb b b b b b b b b b b b b b b
LWV VXEFRQWUDFWRUV� DVVLJQHHV� RU RWKHU DXWKRUL]HG DJHQWV� LV QRW VROG� RU UHOHDVHG RU XVHG IRU DQ\b b b b b b b b b b b b b b b b
FRPPHUFLDO�RU�PDUNHWLQJ�SXUSRVHV�b

5HVHDUFKb

:KHUH LW LV QRW SURKLELWHG E\ DJUHHPHQW ZLWK HGXFDWLRQDO DJHQFLHV� &ODVVFUDIW PD\ XVH GH�LGHQWLILHGb b b b b b b b b b b b b b
3URWHFWHG�'DWD�IRU�UHVHDUFK�SXUSRVHV�ZLWK�WKH�IROORZLQJ�JRDOV�b

Ɣ 7R�LPSURYH�WKH�&ODVVFUDIW�SURGXFWb
Ɣ 7R�VWXG\�WKH�HIIHFWLYHQHVV�RI�WKH�&ODVVFUDIW�SURGXFWb

a



a

�� 5ROHV�DQG�5HVSRQVLELOLWLHVb

(YHU\RQH ZKR ZRUNV IRU RU ZLWK &ODVVFUDIW KDV UHVSRQVLELOLW\ IRU HQVXULQJ GDWD LV FROOHFWHG� VWRUHGb b b b b b b b b b b b b b b
DQG KDQGOHG DSSURSULDWHO\� )XUWKHUPRUH� HDFK WHDP PHPEHU WKDW KDQGOHV 3URWHFWHG 'DWD PXVWb b b b b b b b b b b b
HQVXUH WKDW LW LV KDQGOHG DQG SURFHVVHG LQ OLQH ZLWK WKLV SROLF\ DQG WKH XQGHUO\LQJ GDWD SURWHFWLRQb b b b b b b b b b b b b b b b b
SULQFLSOHV�b

�7KHVH�SHRSOH�KDYH�NH\�DUHDV�RI�UHVSRQVLELOLW\�b

Ɣ 7KH��&KLHI�([HFXWLYH�2IILFHU���SUHVHQWO\�6KDZQ�<RXQJ����LV�UHVSRQVLEOH�IRU�b
ż .HHSLQJ�WKH�ERDUG�XSGDWHG�DERXW�GDWD�SURWHFWLRQ�UHVSRQVLELOLWLHV��ULVNV�DQG�LVVXHV�b
ż 5HYLHZLQJ�DOO�GDWD�SURWHFWLRQ�SURFHGXUHV�DQG�UHODWHG�SROLFLHV�b
ż (QVXULQJ�GDWD�SURWHFWLRQ�WUDLQLQJ�IRU�WKH�SHRSOH�FRYHUHG�E\�WKLV�SROLF\�b

Ɣ 7KH��'DWD�3URWHFWLRQ�2IILFHU���SUHVHQWO\�6WHSKDQH�*XLOOHPHWWH����LV�UHVSRQVLEOH�IRU�b
ż (QVXULQJ DOO V\VWHPV� VHUYLFHV DQG HTXLSPHQW XVHG IRU GDWD VWRUDJHPHHW DFFHSWDEOHb b b b b b b b b b b b

VHFXULW\�VWDQGDUGV�b
ż 3HUIRUPLQJ UHJXODU FKHFNV DQG VFDQV WR HQVXUH VHFXULW\ KDUGZDUH DQG VRIWZDUH LVb b b b b b b b b b b b

IXQFWLRQLQJ�SURSHUO\�b
ż 3HUIRUPLQJ UHJXODU FKHFNV WR HQVXUH WKDW VWDII PHPEHUV ZKR KDYH DFFHVV WRb b b b b b b b b b b b

3URWHFWHG 'DWD RU RWKHU VHQVLWLYH GDWD DUH REVHUYLQJ VHFXULW\ SURFHGXUHV� VXFK DVb b b b b b b b b b b b
SDVVZRUGV�DQG�VHFXULW\�RI�SRUWDEOH�KDUGZDUH�b

ż (YDOXDWLQJ DQ\ WKLUG�SDUW\ VHUYLFHV WKH FRPSDQ\ LV FRQVLGHULQJ XVLQJ WR VWRUH RUb b b b b b b b b b b b
SURFHVV�GDWD��VXFK�DV�FORXG�FRPSXWLQJ�VHUYLFHV�b

ż +DQGOLQJ�GDWD�SURWHFWLRQ�TXHVWLRQV�IURP�VWDII�DQG�DQ\RQH�HOVH�FRYHUHG�E\�WKLV�SROLF\�b

Ɣ 7KH�&KLHI�)LQDQFLDO�2IILFHU���SUHVHQWO\�/DXUHQ�<RXQJ��LV�UHVSRQVLEOH�IRU�b
ż (QVXULQJ�WKDW�DOO�&ODVVFUDIW�XVHU�OLFHQVHV�DQG�WHUPV�RI�VHUYLFH��SULYDF\�SROLFLHV��DQGb

RWKHU�GDWD�SURWHFWLRQ�VWDWHPHQWV�DUH�XS�WR�GDWH�DQG�FRQIRUP�ZLWK�OHJLVODWLRQ�DQGb
&ODVVFUDIWèV�SULYDF\�DQG�GDWD�VHFXULW\�REMHFWLYHV�b

ż +DQGOLQJ�UHTXHVWV�IURP�LQGLYLGXDOV�WR�VHH�WKH�GDWD�&ODVVFUDIW�KROGV�DERXW�WKHP�RUb
WKHLU�FKLOGUHQ�XQGHU�WKH�DJH�RI�����ê6XEMHFW�$FFHVV�5HTXHVWVë��b

ż +DQGOLQJ�DQ\�UHTXHVWV�IURP�VFKRROV�DQG�GLVWULFWV�DQG�RWKHU�HGXFDWLRQ�DJHQFLHVb
ż +DQGOLQJ�DQ\�UHTXHVWV�IURP�JRYHUQPHQW��ODZ�HQIRUFHPHQW�DJHQFLHV�DQG�RWKHU�WKLUGb

SDUWLHVb
ż (QVXULQJ�WKH�VHFXULW\�RI�DOO�JDWKHUHG�LQIRUPDWLRQ�UHODWHG�WR�HPSOR\HHV��FRQWUDFWRUVb

DQG�VXSSOLHUV�b
ż &KHFNLQJ�DQG�DSSURYLQJ�DQ\�FRQWUDFW�RU�DJUHHPHQWV�ZLWK�WKLUG�SDUWLHV�WKDW�PD\b

KDQGOH�WKH�FRPSDQ\èV�VHQVLWLYH�GDWD�b

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAa

&NCUUETCHV�'CVC�5GEWTKV[�2QNKE[���7RFCVGF�$RTKN��������a 2CIG��a



a

�� 3ROLFLHVb

*HQHUDO�6WDII�*XLGHOLQHVb

Ɣ 7KH RQO\ SHRSOH DEOH WR DFFHVV GDWD FRYHUHG E\ WKLV SROLF\ VKRXOG EH WKRVH ZKR QHHG LW IRUb b b b b b b b b b b b b b b b b b
WKHLU�ZRUN�b

Ɣ (DFK XVHU VKDOO EH SURYLGHG ZLWK E\ D XQLTXH XVHU ,' VR WKDW LQGLYLGXDOV FDQ EH KHOGb b b b b b b b b b b b b b b b b
DFFRXQWDEOH�IRU�WKHLU�DFWLRQV�b

Ɣ $FFHVV VKDOO EH JUDQWHG EDVHG RQ WKH SULQFLSOH RI OHDVW SULYLOHJH� ZKLFK PHDQV WKDW HDFKb b b b b b b b b b b b b b b
SURJUDP�DQG�XVHU�ZLOO�EH�JUDQWHG�WKH�IHZHVW�SULYLOHJHV�QHFHVVDU\�WR�FRPSOHWH�WKHLU�WDVNV�b

Ɣ 7KH XVH RI VKDUHG LGHQWLWLHV LV SHUPLWWHG RQO\ ZKHUH WKH\ DUH VXLWDEOH� VXFK DV WUDLQLQJb b b b b b b b b b b b b b b
DFFRXQWV�RU�VHUYLFH�DFFRXQWV�bb

Ɣ 'DWD VKRXOG QRW EH VKDUHG LQIRUPDOO\�� �:KHQ DFFHVV WR FRQILGHQWLDO LQIRUPDWLRQ LV UHTXLUHG�b b b b b b b b b b b b b
HPSOR\HHV�FDQ�UHTXHVW�LW�IURP�WKHLU�IURQW�OLQH�PDQDJHUV�b

Ɣ &ODVVFUDIW ZLOO SURYLGH WUDLQLQJ WR DOO HPSOR\HHV WR KHOS WKHP XQGHUVWDQG WKHLUb b b b b b b b b b b b
UHVSRQVLELOLWLHV ZKHQ KDQGOLQJ GDWD DQG WR XQGHUVWDQG WKH YDULRXV ODZV DQG DJUHHPHQWVb b b b b b b b b b b b
FRYHULQJ�GDWD�VHFXULW\�b

Ɣ 6WURQJ SDVVZRUGV PXVW EH XVHG DQG WKH\ VKRXOG QHYHU EH VKDUHG� 7KH 'DWD 3URWHFWLRQb b b b b b b b b b b b b b
2IILFHU ZLOO VHW UHTXLUHPHQWV IRU SDVVZRUG OHQJWK� FRPSOH[LW\ DQG H[SLUDWLRQ� (PSOR\HHVb b b b b b b b b b b
VKRXOG HQVXUH WKH VFUHHQV RI WKHLU FRPSXWHUV DUH DOZD\V ORFNHG ZKHQ OHIW XQDWWHQGHGb b b b b b b b b b b b b
�VFUHHQ�VDYHU�ZLWK�SDVVZRUG��b

Ɣ 3DVVZRUGV WKDW JLYH DFFHVV WR VHQVLWLYH GDWD VKRXOG QRW EH VWRUHG XVLQJ WKH êDXWRILOOë DELOLWLHVb b b b b b b b b b b b b b b
RI EURZVHUV RU RWKHU VLPLODU VRIWZDUH� 8VH RI D FRPSDQ\ DSSURYHG VHFXUH SDVVZRUGPDQDJHUb b b b b b b b b b b b b b
DSSOLFDWLRQ�LV�UHTXLUHG�b

Ɣ 3URWHFWHG 'DWD VKRXOG QRW EH GLVFORVHG WR XQDXWKRUL]HG SHRSOH� HLWKHU ZLWKLQ WKH FRPSDQ\b b b b b b b b b b b b b
RU�H[WHUQDOO\�b

Ɣ 'DWD VKRXOG EH UHJXODUO\ UHYLHZHG DQG XSGDWHG LI LW LV IRXQG WR EH RXW RI GDWH� ,I QR ORQJHUb b b b b b b b b b b b b b b b b b b
UHTXLUHG��HLWKHU�E\�ODZ�RU�IRU�LWV�LQWHQGHG�SXUSRVH��WKHQ�LW�VKRXOG�EH�GHOHWHG�DQG�GLVSRVHG�RI�b

Ɣ (PSOR\HHV VKRXOG UHTXHVW KHOS IURP WKHLU OLQH PDQDJHU RU WKH 'DWD 3URWHFWLRQ 2IILFHU LIb b b b b b b b b b b b b b
WKH\�DUH�XQVXUH�DERXW�DQ\�DVSHFW�RI�GDWD�SURWHFWLRQ�b

Ɣ (DFK�XVHU�VKDOO�UHDG�DQG�VLJQ�D�3URWHFWHG�'DWD�6HFXULW\�$JUHHPHQW�b

1HWZRUN�$FFHVVb

Ɣ $OO HPSOR\HHV DQG FRQWUDFWRUV VKDOO EH JUDQWHG QHWZRUN DFFHVV LQ DFFRUGDQFH ZLWK EXVLQHVVb b b b b b b b b b b b b
DFFHVV FRQWURO SURFHGXUHV DQG WKH OHDVW�SULYLOHJH SULQFLSOH� DQG VKDOO DFFHVV GDWD DQGb b b b b b b b b b b b
V\VWHPV RQO\ LI WKHUH LV D EXVLQHVV QHHG WR GR VR DQG WKH\ KDYH DSSURYDO IURP KLJKHUb b b b b b b b b b b b b b b b b
PDQDJHPHQW�b

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAa

&NCUUETCHV�'CVC�5GEWTKV[�2QNKE[���7RFCVGF�$RTKN��������a 2CIG��a



a

Ɣ 6HJUHJDWLRQ RI QHWZRUNV VKDOO EH LPSOHPHQWHG DV UHFRPPHQGHG E\ WKH FRPSDQ\
V QHWZRUNb b b b b b b b b b b b
VHFXULW\ UHVHDUFK� 1HWZRUN DGPLQLVWUDWRUV VKDOO JURXS WRJHWKHU LQIRUPDWLRQ VHUYLFHV� XVHUVb b b b b b b b b b
DQG�LQIRUPDWLRQ�V\VWHPV�DV�DSSURSULDWH�IRU�WKH�UHTXLUHG�VHJUHJDWLRQ�b

Ɣ 'H�LGHQWLILHG�GDWD�XVHG�IRU�UHVHDUFK�SXUSRVHV�ZLOO�EH�VWRUHG�RQ�VHSDUDWH�VHUYHUVb
Ɣ 1HWZRUN�URXWLQJ�FRQWUROV�VKDOO�EH�LPSOHPHQWHG�WR�VXSSRUW�WKH�DFFHVV�FRQWURO�SROLF\�b
Ɣ 5ROH�EDVHG�DFFHVV�FRQWURO��5%$&��ZLOO�EH�XVHG�WR�VHFXUH�DFFHVV�WR�DOO�3URWHFWHG�'DWD�bb
Ɣ 7KH 'DWD 3URWHFWLRQ 2IILFHU ZLOO SURPSWO\ UHPRYH DOO DFFHVV SULYLOHJHV IRU WHUPLQDWHGb b b b b b b b b b b b

HPSOR\HHV�RU�VXEFRQWUDFWRUV�b

7HFKQLFDO�3UDFWLFHVb

7KH 'DWD 3URWHFWLRQ 2IILFHU ZLOO LPSOHPHQW UHDVRQDEOH WHFKQLFDO DQG RSHUDWLRQDO SUDFWLFHV WRb b b b b b b b b b b b
SURWHFW�DJDLQVW�XQDXWKRUL]HG�DFFHVV�WR�3URWHFWHG�'DWD��LQFOXGLQJ�EXW�QRW�OLPLWHG�WR�WKH�IROORZLQJ�b

Ɣ (QVXUH�WKDW�DOO�3URWHFWHG�'DWD�LV�HQFU\SWHG�ERWK�DW�UHVW�DQG�LQ�WUDQVLW�b
Ɣ (QVXUH WKDW DOO 3URWHFWHG 'DWD LV RQO\ UHWDLQHG RU GHOHWHG LQ DFFRUGDQFH ZLWK WKH &ODVVFUDIWb b b b b b b b b b b b b b b

3ULYDF\�3ROLF\�RU�DQ\�RYHUULGLQJ�DJUHHPHQWV�ZLWK�HGXFDWLRQDO�DJHQFLHV�b
Ɣ 0DLQWDLQ�DQ�LQYHQWRU\�RI�DXWKRUL]HG�GHYLFHV�b
Ɣ 0DLQWDLQ�DQ�LQYHQWRU\�RI�DXWKRUL]HG�VRIWZDUH�b
Ɣ 0DLQWDLQ VHFXUH FRQILJXUDWLRQV IRU KDUGZDUH DQG VRIWZDUH RQ DOO PRELOH GHYLFHV�b b b b b b b b b b b

ZRUNVWDWLRQV�DQG�VHUYHUV�b
Ɣ 3HUIRUP�SHULRGLF�YXOQHUDELOLW\�DVVHVVPHQWV�b
Ɣ 0DLQWDLQ�D�FRQWURO�V\VWHP�IRU�XVH�RI�DGPLQLVWUDWLYH�SULYLOHJHV�b
Ɣ 0DLQWDLQ�DXGLW�ORJV�b
Ɣ 0DLQWDLQ�HPDLO�DQG�ZHE�EURZVHU�SURWHFWLRQV�b
Ɣ 0DLQWDLQ�PDOZDUH�GHIHQVHV�b
Ɣ /LPLW�DQG�FRQWURO�QHWZRUN�SRUWV��SURWRFROV�DQG�VHUYLFHV�b
Ɣ 0DLQWDLQ�D�GDWD�UHFRYHU\�SURWRFRO�b
Ɣ 0DLQWDLQ�VHFXUH�FRQILJXUDWLRQV�IRU�QHWZRUN�GHYLFHV�DQG�ERXQGDU\�GHIHQVHV�b
Ɣ &RQWURO�DFFHVV�WR�GDWD�EDVHG�RQ�WKH�QHHG�WR�NQRZ�b
Ɣ 0DLQWDLQ�ZLUHOHVV�DFFHVV�FRQWUROV�b
Ɣ 0DLQWDLQ�DFFRXQW�PRQLWRULQJ�DQG�FRQWURO�b
Ɣ 8WLOL]H�DSSOLFDWLRQ�VHFXULW\�VRIWZDUH��DQGb
Ɣ 0DLQWDLQ�DQ�LQFLGHQW�UHVSRQVH�SODQ�DQG�DQ�LQFLGHQW�ORJ�b

b b
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2YHUVLJKW�RI�6XEFRQWUDFWRUVb

&ODVVFUDIW ZLOO HQVXUH WKDW D FRQWUDFW LV LQ SODFH EHWZHHQ LW DQG DQ\ VXEFRQWUDFWRU RU RWKHU WKLUGb b b b b b b b b b b b b b b b b
SDUW\ HQWLW\ WKDW UHFHLYHV 3URWHFWHG 'DWD YLD WKH &ODVVFUDIW SODWIRUP� 7KH FRQWUDFWV ZLOO VSHFLI\ WKDWb b b b b b b b b b b b b b b
WKH 3URWHFWHG 'DWD PD\ RQO\ EH XVHG IRU OLPLWHG DQG VSHFLILHG SXUSRVHV WKDW DUH FRQVLVWHQW ZLWK WKHb b b b b b b b b b b b b b b b b
DSSOLFDEOH VWDWH DQG IHGHUDO ODZV� DQG WKDW WKH UHFLSLHQW RI WKH 3URWHFWHG 'DWD ZLOO SURYLGH WKH VDPHb b b b b b b b b b b b b b b b b
OHYHO�RI�SURWHFWLRQ�DV�PD\�EH�UHTXLUHG�XQGHU�DJUHHPHQWV�ZLWK�HGXFDWLRQDO�DJHQFLHV�b

&RPSOLDQFH�5HYLHZb

7KH 'DWD 3URWHFWLRQ 2IILFHU DQG WKH &KLHI )LQDQFLDO 2IILFHU ZLOO SHUIRUP D UHYLHZ DW OHDVW RQFH SHUb b b b b b b b b b b b b b b b b
\HDU RI WKH GDWD VHFXULW\ DQG SULYDF\ SROLFLHV DQG SUDFWLFHV WR HQVXUH WKDW WKH\ DUH LQ FRQIRUPDQFHb b b b b b b b b b b b b b b b b
ZLWK DOO DSSOLFDEOH IHGHUDO� VWDWH� DQG ORFDO ODZV DQG WKH WHUPV RI WKH XVHU DJUHHPHQWV ZLWKb b b b b b b b b b b b b b b b
HGXFDWLRQDO DJHQFLHV� ,Q WKH HYHQW 9HQGRUèV SROLF\ DQG SUDFWLFHV DUH QRW LQ FRQIRUPDQFH� WKH 'DWDb b b b b b b b b b b b b b b
3URWHFWLRQ�2IILFHU�ZLOO�LPSOHPHQW�FRPPHUFLDOO\�UHDVRQDEOH�HIIRUWV�WR�HQVXUH�VXFK�FRPSOLDQFH�b

�� $FFHVV�WR�'DWD�IRU�2WKHU�5HDVRQVb

&KDOOHQJLQJ�$FFXUDF\�RI�3URWHFWHG�'DWDb

8VHUV KDYH DFFHVV WR WKHLU SHUVRQDO LQIRUPDWLRQ YLD WKHLU &ODVVFUDIW XVHU DFFRXQW� RU E\ FRQWDFWLQJb b b b b b b b b b b b b b b
WKHLU WHDFKHU RU VFKRROèV DGPLQLVWUDWLRQ� 8VHUV PD\ DOVR UHTXHVW D FRS\ RI WKHLU SHUVRQDOb b b b b b b b b b b b b b
LQIRUPDWLRQ� RU FDQ PDNH PRGLILFDWLRQV WR DQ\ LQFRUUHFW LQIRUPDWLRQ E\ VHQGLQJ D ZULWWHQ UHTXHVW WRb b b b b b b b b b b b b b b
VXSSRUW#FODVVFUDIW�FRP� 7KH XVHU ZLOO WKHQ EH FRQWDFWHG E\ D PHPEHU RI WKH &ODVVFUDIW WHDP IRUb b b b b b b b b b b b b b b
YHULILFDWLRQ SXUSRVHV� 8VHUV FDQ DOVR FRUUHFW DQG XSGDWH WKHLU SHUVRQDO LQIRUPDWLRQ XVLQJ WKH VDPHb b b b b b b b b b b b b b
SURFHGXUHV GHVFULEHG DERYH� ,Q WKH FDVH RI LQGLYLGXDOV XQGHU WKH DJH RI ��� &ODVVFUDIW ZLOO SURYLGHb b b b b b b b b b b b b b b b
DFFHVV�WR�WKLV�GDWD�WR�D�SDUHQW�RU�OHJDO�JXDUGLDQ�b

5HTXHVWV�IURP�*RYHUQPHQW�DQG�/DZ�(QIRUFHPHQWb

&ODVVFUDIW PD\ UHFHLYH UHTXHVWV WR DFFHVV SHUVRQDO GDWD IURP JRYHUQPHQW DJHQFLHV� LQFOXGLQJ ODZb b b b b b b b b b b b b
HQIRUFHPHQW DJHQFLHV� 8QGHU WKHVH FLUFXPVWDQFHV� &ODVVFUDIW ZLOO GLVFORVH WKH UHTXHVWHG GDWDb b b b b b b b b b b
ZLWKRXW REWDLQLQJ WKH FRQVHQW RI WKH GDWD VXEMHFW� RQFH LW KDV EHHQ GHWHUPLQHG WKDW WKH UHTXHVW LVb b b b b b b b b b b b b b b b b
OHJLWLPDWH� &ODVVFUDIW PD\ VHHN DVVLVWDQFH IURP WKH ERDUG DQG IURP WKH FRPSDQ\èV OHJDO DGYLVHUVb b b b b b b b b b b b b b
VKRXOG LW GHHP VXFK DVVLVWDQFH QHFHVVDU\� :KHUH UHTXLUHG E\ VSHFLILF DJUHHPHQWV ZLWK HGXFDWLRQDOb b b b b b b b b b b b b
DJHQFLHV��&ODVVFUDIW�ZLOO�QRWLI\�WKH�UHOHYDQW�DJHQFLHV�RI�WKH�UHTXHVW��XQOHVV�SURKLELWHG�WR�GR�VR�b b
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�� 'DWD�%UHDFK�DQG�1RWLILFDWLRQb

7KH 'DWD 3URWHFWLRQ 2IILFHU VKDOO EH UHVSRQVLEOH IRU WKHPRQLWRULQJ RI DOO V\VWHPV WR GHWHFW DQ\ GDWDb b b b b b b b b b b b b b b b b
EUHDFK RU XQDXWKRUL]HG UHOHDVH RI 3URWHFWHG 'DWD DQGZLOO SURPSWO\ DQG WKRURXJKO\ LQYHVWLJDWH DQ\b b b b b b b b b b b b b b
VXVSHFWHG�EUHDFK�RU�XQDXWKRUL]HG�UHOHDVH�bb

,Q WKH HYHQW RI D EUHDFK RU XQDXWKRUL]HG UHOHDVH� KH�VKH VKDOO SURPSWO\ FRQYHQH DQ LQFLGHQWb b b b b b b b b b b b b b b
UHVSRQVH WHDP FRQVLVWLQJ RI WKH &KLHI ([HFXWLYH 2IILFHU� WKH 'DWD 3URWHFWLRQ 2IILFHU DQG WKH &KLHIb b b b b b b b b b b b b b b
)LQDQFLDO�2IILFHU��DORQJ�ZLWK�RXWVLGH�OHJDO�FRXQVHO�LI�QHHGHG�b

8SRQ GLVFRYHU\ RI D GDWD EUHDFK RU XQDXWKRUL]HG UHOHDVH� WKH LQFLGHQW UHVSRQVH WHDP ZLOO WDNHb b b b b b b b b b b b b b b
LPPHGLDWH�DFWLRQ�WR�b

Ɣ (QVXUH�WKDW�WKH�LQFLGHQW�ZDV�IXOO\�LQYHVWLJDWHGb
Ɣ 7DNH LPPHGLDWH DFWLRQV WR SUHYHQW D IXUWKHU EUHDFK RU XQDXWKRUL]HG UHOHDVH RI 3URWHFWHGb b b b b b b b b b b b b

'DWDb
Ɣ 'HWHUPLQH�ZKDW�GDWD�ZDV�FRPSURPLVHGb
Ɣ 'HWHUPLQH�DOO�DIIHFWHG�SDUWLHVb
Ɣ 1RWLI\�DOO�DIIHFWHG�SDUWLHVb

1RWLILFDWLRQ�RI�DIIHFWHG�SDUWLHV�VKDOO�SURFHHG�LQ�WKH�IROORZLQJ�PDQQHU�b

Ɣ 1RWLILFDWLRQ RI DIIHFWHG HGXFDWLRQ DJHQFLHV ZLWK ZKRP WKHUH LV D GDWD VHFXULW\ DJUHHPHQW RUb b b b b b b b b b b b b b
E\ VSHFLILF OHJLVODWLRQ ZLOO EH GRQH DFFRUGLQJ WR WKH WHUPV RI WKH UHODWHG GDWD VHFXULW\b b b b b b b b b b b b b b b
DJUHHPHQW�RU�UHODWHG�OHJLVODWLRQ�b

Ɣ 1RWLILFDWLRQ RI XVHUV QRW FRYHUHG E\ D GDWD VHFXULW\ DJUHHPHQW ZLWK DQ HGXFDWLRQ DJHQF\ RUb b b b b b b b b b b b b b b
E\ VSHFLILF OHJLVODWLRQ VKDOO EH PDGH ZLWKLQ WKH � GD\V IROORZLQJ WKH YHULILFDWLRQ RI WKHb b b b b b b b b b b b b b b
VHFXULW\�EUHDFK�b

$IIHFWHG�SDUWLHV�ZLOO�UHFHLYH�D�QRWLILFDWLRQ�E\�HPDLO�VWDWLQJ�WKH�IROORZLQJ�LQIRUPDWLRQ�b

Ɣ $ OLVW RI WKH W\SHV RI 3URWHFWHG 'DWD WKDW ZHUH RU DUH UHDVRQDEO\ EHOLHYHG WR KDYH EHHQ WKHb b b b b b b b b b b b b b b b b b
VXEMHFW�RI�D�EUHDFKb

Ɣ ,I WKH LQIRUPDWLRQ LV SRVVLEOH WR GHWHUPLQH DW WKH WLPH WKH QRWLFH LV SURYLGHG WKHQ HLWKHU ���b b b b b b b b b b b b b b b b b
WKH GDWH RI WKH EUHDFK� ��� WKH HVWLPDWHG GDWH RI WKH EUHDFK� RU ��� WKH GDWH UDQJH ZLWKLQb b b b b b b b b b b b b b b b b b
ZKLFK�WKH�EUHDFK�RFFXUUHGb

Ɣ :KHWKHU WKH QRWLILFDWLRQ ZDV GHOD\HG DV D UHVXOW RI D ODZ HQIRUFHPHQW LQYHVWLJDWLRQ� LI WKDWb b b b b b b b b b b b b b b
LQIRUPDWLRQ�LV�SRVVLEOH�WR�GHWHUPLQH�DW�WKH�WLPH�WKH�QRWLFH�LV�SURYLGHGb

Ɣ $ JHQHUDO GHVFULSWLRQ RI WKH EUHDFK LQFLGHQW� LI WKDW LQIRUPDWLRQ LV SRVVLEOH WR GHWHUPLQH DWb b b b b b b b b b b b b b b
WKH�WLPH�WKH�QRWLFH�LV�SURYLGHGb

Ɣ ,QIRUPDWLRQ DERXW WKH VWHSV WKDW KDYH EHHQ WDNHQ WR SURWHFW LQGLYLGXDOV ZKRVH LQIRUPDWLRQb b b b b b b b b b b b b
KDV�EHHQ�EUHDFKHGb
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Ɣ $GYLFH RQ VWHSV WKDW WKH SHUVRQ ZKRVH LQIRUPDWLRQ KDV EHHQ EUHDFKHG PD\ WDNH WR SURWHFWb b b b b b b b b b b b b b b
KLPVHOI�RU�KHUVHOI�b

�� 3ULYDF\�3ROLF\b

&ODVVFUDIW DLPV WR HQVXUH WKDW LQGLYLGXDOV XQGHUVWDQG ZKDW GDWD &ODVVFUDIW LV FROOHFWLQJ UHODWHG WRb b b b b b b b b b b b b b
WKHP��KRZ�LW�LV�EHLQJ�XVHG�DQG�KRZ�WR�H[HUFLVH�WKHLU�ULJKWV�ZLWK�UHVSHFW�WR�VXFK�GDWD�b

7R�WKHVH�HQGV��&ODVVFUDIW�KDV�D�3ULYDF\�3ROLF\�VHWWLQJ�RXW�KRZ�&ODVVFUDIW�KDQGOHV�XVHU�GDWD�b

7KLV�3ULYDF\�3ROLF\�LV�DYDLODEOH�DW��KWWS���FODVVFUDIW�FRP�SULYDF\�SROLF\���b
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